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Perspectives

(1) The journalist
(2) The user / participant

(3) The designer / scientist




Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoimn org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed. but oroof that it came from the larcest pool of CPU nower. As

~ 2008: Financial crisis — Nakamoto (1/21m)
*» From 1c to 66000%

~ From trading hardware to general trading
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Perspectives

(1) The journalist
(2) The user / participant

(3) The designer / scientist



The User

BLOCKCHAIN A ¢ SiGNoUT
i} DASHBOARD BE YOUR OWN BANK?® 0.00000546 BTC | ¢ 0.102338636803627092 ETH
[ransactions —mM8MM J,Send \bRequest 52308
BITCOIN

AR ALL SENT RECEIVED Export Private Key |~ Search Q
T, BUY &SELL v SENT To: 0x9970b7e233555a037311be1f3261b59393d6981f

July 21 @ 10:10 AM From: My Ethereum Wallet 0.0001 ETH

SECURITY CENTER | ’

:‘:':E;: ST [7'] Transaction Confirmed +/ Traisaction Fad:
@ raqQ
y  SENT To: 0x16a6920db1f14fc473325¢f94a5e2d20¢ 1 fbas68
July 18 @ 02:54 PM From: My Ethereum Wallet 0.0001416.. ETH
> RECEIVED To: My Ethereum Wallet
July 17 @ 11:44 AM From: 0x3b0bc51ab9dee5b7b6e34e56960285805¢41736 0.08380039 ETH
5 RECEIVED To: My Ethereum Wallet e e
est, hey jamie! ¢
July 13 @ 03:03 PM From: Oxeed]6856d551569d134530ee3967ec79995¢2051 Y) 001966193 ETH

' The wallet: 1 private key + several public keys



Payment

7 Joinning (a P2P network) e
~ Signing (a transaction)

~ Gossiping (the transaction)

~ Gathering (a block)

~ Mining (proof of work - nonce)
~ Chaining (hash)

~ Gossiping (the block)
~ Committing/Aborting




The User (Participant)

Honey, I'm home!
| found a block today!
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The User (Participant)

To validate a transaction, a miner has to
solve a puzzle including it

» Fairness and cooperation

Incentive: 6.25 bitcoins / puzzle
» Halved every 4 years

Total: 21 millions bitcoins
» Now: 19 millions already mined



Block:

Nonce:

Data:

Hash:

The User (Participant)
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The Chain of Blocks

Bitcoin block

ward TX Special Reward TX
gned) TX-2 (signed)
TX-2452 (signed)

Mining: find C] such that Cj <d

How? By trying different nonces (brute force)
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Perspectives
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(3) The designer / scientist



(3) The Computer Scientist
(Centralized- Universality 1936)

Algorlthml
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(3) The Computer Scientist
(Centralized)

P vs NP (Nash/GV 50 - Ford 70)
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(3) The Computer Scientist
(Distributed)

Lamport Universality (78)

Basic consensus

Machine

Machine Machine




Consensus Universality (78)

Every algorithm can be implemented across a network
of machines iff these can solve consensus



Consensus Impossibility (84)

Consensus is impossible in an
asynchronous system



Cryptocurrency: X000 implementations

Can we implement a
cryptocurrency asynchronously?
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Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial mstitution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed. but oroof that it came from the largest pool of CPU power. As
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PO can be implemented
Asynchronously

Consensus number of PO is 1

Consensus number of PO(Kk) is k



The consensus number of an object is the maximum
number of processes than can solve consensus with it
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AT2: Carbon
Cryptocurrency

AT2_S
AT2_D
AT2_R

Number of lines of code: one order of magnitude less

Latency: seconds (at most)
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