
Demystifying Bitcoin

Prof R. Guerraoui EPFL  



Virtual currency 

Cryptocurrency

Virtual bank (decentralized) 



Perspectives

(1) The journalist 

(2) The user / participant  

(3) The designer / scientist



2008: Financial crisis – Nakamoto (1/21m)  
From 1c to 66000$

From trading hardware to general trading
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The User 

The wallet: 1 private key + several public keys  



Payment
Joinning (a P2P network)  

Gossiping (the transaction)  

Signing (a transaction)  

Mining (proof of work - nonce)
Chaining (hash) 

Committing/Aborting 

Gathering (a block)  

Gossiping (the block)  



The User (Participant)



The User (Participant)

To validate a transaction, a miner has to 
solve a puzzle including it 

Fairness and cooperation 

Total: 21 millions bitcoins 
Now: 19 millions already mined 

Incentive: 6.25 bitcoins / puzzle
Halved every 4 years 



The User (Participant)



Special Reward TX
TX-2 (signed)

TX-2452 (signed)

•••

Prev
# nonce This 

#

Bitcoin block

Special Reward TX
2 (signed)

2478 (signed)

•••

nonce This 
#

Special Reward TX
TX-2 (signed)

TX-2325 (signed)

•••

Prev
# nonce This 

#

Mining: find              such that              < dnonce This 
#

How? By trying different nonces (brute force)

The Chain of Blocks
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(3) The Computer Scientist
(Centralized- Universality 1936) 

TuringAlgorithmi





P vs NP (Nash/GV 50 – Ford 70)

?  * ?  = 91

7 * 13 = ?

(3) The Computer Scientist
(Centralized) 



Lamport Universality (78) 

(3) The Computer Scientist
(Distributed) 



Every algorithm can be implemented across a network 
of machines iff these can solve consensus 

Consensus Universality (78)



Consensus is impossible in an 
asynchronous system 

Consensus Impossibility (84)



Cryptocurrency: X000 implementations 

Can we implement a 
cryptocurrency asynchronously?









PO can be implemented 
Asynchronously 

Consensus number of PO is 1

Consensus number of PO(k) is k



§ The consensus number of an object is the maximum 
number of processes than can solve consensus with it



AT2: Carbon
Cryptocurrency

AT2_S
AT2_D

AT2_R

Number of lines of code: one order of magnitude less

Latency: seconds (at most) 



Rachid Guerraoui, Petr Kuznetsov, Matteo Monti, Matej 
Pavlovic, Dragos-Adrian Seredinschi: The Consensus 
Number of a Cryptocurrency. PODC 2019: 307-316

Rachid Guerraoui, Petr Kuznetsov, Matteo Monti, Matej 
Pavlovic, Dragos-Adrian Seredinschi: Scalable Byzantine 
Reliable Broadcast. DISC 2019: 1-16 (Best Paper Award)

Daniel Collins, Rachid Guerraoui, Jovan Komatovic, Petr 
Kuznetsov, Matteo Monti, Matej Pavlovic, Yvonne Anne 
Pignolet, Dragos-Adrian Seredinschi, Andrei 
Tonkikh, Athanasios Xygkis: Online Payments by Merely 
Broadcasting Messages. DSN 2020: 26-38 (Runner for 
the Best Paper Award)

References
dcl.epfl.ch/site/cryptocurrencies

https://dblp.org/pid/k/PetrKouznetsov.html
https://dblp.org/pid/207/4337.html
https://dblp.org/pid/178/5515.html
https://dblp.org/pid/178/5504.html
https://dblp.org/db/conf/dsn/dsn2020.html
https://dblp.org/pid/k/PetrKouznetsov.html
https://dblp.org/pid/207/4337.html
https://dblp.org/pid/178/5515.html
https://dblp.org/pid/178/5504.html
https://dblp.org/db/conf/dsn/dsn2020.html
https://dblp.org/pid/44/5966.html
https://dblp.org/pid/256/9434.html
https://dblp.org/pid/k/PetrKouznetsov.html
https://dblp.org/pid/207/4337.html
https://dblp.org/pid/178/5515.html
https://dblp.org/pid/90/5323.html
https://dblp.org/pid/178/5504.html
https://dblp.org/pid/263/9938.html
https://dblp.org/pid/221/2897.html
https://dblp.org/db/conf/dsn/dsn2020.html


References


